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Automatic Detection of Malicious Insider Behavior for Nuclear Security
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After Fukushima accident, the threats of terrorism are increasing. However, countermeasures for insider terrorists
are insufficient because the main target of Physical Protection System (PPS) is outsider. Thus development of
automatic detection of insider terrorists is required. In this paper, focusing on the hand motion, final goal is image
recognition by Convolutional Neural Network (CNN) and analysis of each finger’s position and angle and detection
of signs of malicious behavior. And For this, results of trying CNN and making dataset for hand motion recognition
are showed. Future work is development of analysis method of time-series feature data and detection of malicious

behavior.
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Fig.1 Threats of nuclear security
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3.1. Convolutional Neural Network (CNN)
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Fig.2 Raw image and image for CNN
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