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Proposal of Insider Detection Method for Nuclear Security
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Abstract (Times New Roman 10pt) should be about 150 words.

Sabotage by malicious insider is one of significant and serious threats for nuclear security of nuclear power
plants. It is difficult, however, to distinguish abnormal behaviors from normal works such as their daily
maintenance activities. In this study, a technique was proposed to subdivide the abnormal behavior due to
sabotage by image analysis and then to detect and identify the abnormal behavior in real time.
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Fig.1 Flow of detection of sabotage by insiders
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Fig. 2 Combination of detection method for abnormal behaviors by
malicious insiders
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Fig. 3 Flow—chart of proposed detection method for sign of abnormal
behaviors by malicious insiders
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