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Identification of theft from normal operations in nuclear facilities
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Abstract - According to the IAEA's Incident and Trafficking Database (ITDB) [1], nuclear security-related
incidents occur approximately every three days in the world, with the majority being nuclear and radioactive
material theft. Generally, material accountancy is applied as a countermeasure against theft. In this study, a deep
learning-based approach was proposed to identify theft of nuclear and radioactive material. As various acts can
be performed at the site where nuclear material is handled, the recognition of objects and actions in surveillance
images were integrated to perform behavioral analysis. Furthermore, to arrange the detection unit acts in time
series data for malicious identification was proposed. The proposed identification framework contains the
following elemental techniques: I. Real-time unit acts detection, and II. Real-time malicious acts identification
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Fig.1 Changes in the number of nuclear security-related
incidents reported to ITDB [1]
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Fig.3 Example of code indicating unit action
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Fig.4 Overview of the proposed method
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Table 1 Number of training datasets for YOLOv3

|| Web | Real World

scissor 1250 150 1400
driver 1650 150 1800

bottle 2500 200 2700



2500 -

2000 -

1500 -
1000 -
500 -
0-

0 1 2

Number of images

Shape of bo:nﬁlné box B
blue: scissor, green: bottle, orange: driver

1.0-

0.8-

00- %

00 02 04 06 08 10 00 02 04 06 08 10
Center point of bounding box Width and height of bounding box

Fig.5 Number of images (upper left), bounding box shape
(upper right), bounding box position (lower left), bounding
box width and height (lower right)
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Table 2 Environments and parameters used to train the YOLO
v3 model
Model YOLOV3
Framework PyTorch 1.7.1
Batch Size 8
Optimizer SGD
Leaming Rate 0.01
Epoch 300
Platform Intel Core i7 7820X NVIDIA GeFrorce GTX
1080Ti#/ 11GB Ubuntu 18.04
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Fig.6 Result of object recognition training
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Fig.7 Example of object recognition results
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Fig.8 Example of posture estimation results
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Fig.9 Time series of distance between bottle-hand-safety
box when the bottle is taken out and put back (vertical axis:
pixels, horizontal axis: frame)
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Fig.10 Time series of the distance between the bottle-hand-
safety box when stealing the bottle (vertical axis:
pixels, horizontal axis: frame)
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Fig.11 Incomplete parts at the time of writing this paper
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